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Document Update Notice

Version | RevisionDate | Nature of Change Date Approved

Number

1.1 21 September | ¢ Addition of relying | 21 September 2022

2022 parties’ terms and
conditions

e Addition of customer
support contact

e Addition of a reference to
the overarching BENEFIT
Compliant Procedure

e Removal of the word
“policy” from the
document title and all
other related terminology
to “PKI Disclosure
Statement”

1. Introduction

The present document is the "The BENEFIT Company” public “PKI Disclosure
statement” (PDS) for the “BENEFIT CA". Throughout this document, the use of the
term “PDS” refers to the present document, unless otherwise specified. BENEFIT acts
as a Trust Service Provider (TSP).

The purpose of the PDS is to:
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e Summaries the key points of the CP and CPS for the benefit of Subscribers and
Relying Parties
 Provide additional detail and further provisions that apply to the CP/CPS.

2. TSP Contact Information

The call center will receive all queries on 24x7 basis. Based on the issue at hand, the
call center may escalate the issue to the customer service team. The customer
service is the second level support managing any issue or query not handled by
the call center.

In case of raising an official complaint on the support of BENEFIT call center and
customer service, BENEFIT as a dedicated Complaint Officer reporting all cases
directly to the management and the related regulatory bodies.

Please refer to the below table for contact details.

No | Communication Contact Details Working
Channel Hours
1 Call Center +973-13300300 24x7x365
2 Customer Service |e¢ +973-17500400 7:30 to 14:00
Branch e tbcinfo@benefit.oh from Sunday
e customerservice@benefit.bh to Thursday
e Building 701, Road 3615, Block 436,
Seef District
3 Complaint Officer e +973-17500400 8:30 to 15:00
¢ complaints@benefit.oh from Sunday
 Building 701, Road 3615, Block 436, | Thursday

Seef District

3. Complaints Procedure
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Complaints procedure is defined in https://benefit.bh/complaints/

4. Certificate type, validation procedures and usage

Certificates issued by “BENEFIT CA” are certificates aiming at Signature of natural

person.

Certificate Issued OoID Short Description
Family to the

public
Natural yes 1.3.6.1.4.1. ¢ Natural personal signing certificate is a
Person 56818.1.1.2.1.1 certificate for electronic signature, which
Signing meets requirements set out in ETSI EN 319 411-
Certificate 1 - Extended Normalized Certificate Policy

(NCP+).

e 2048-bit key size and with maximal validity
period of “2 years”, and with a key usage
limited to the support of advanced electronic

signature.

5. Reliance Limit

o Certificates issued by "BENEFIT CA" may only be used for the purposes of digital
signature within the E-Cheque platform.

e Certificates are issued for a maximum period of "2 years".

e These Certificates are not usable beyond their period of validity.

e The "The BENEFIT Company” CA keeps registration data and event logs for at
least 10 years.

e Any usage that is not explicitly described in above is prohibited.

e Persons and relying parties must be aware of the limitations concerning the
certificate’s use.
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e Certificates are not intended for data encryption.
e The signing certificate may not be used for any other purpose other than to
support the advanced electronic signature.

6. Obligation of Subscribers

Certificate subscribers are responsible for the accuracy of the information they
provide during their relationship with The BENEFIT CA. They especially must:

e Use the Certificate solely in compliance with all applicable laws and solely in
accordance with the Subscriber Agreement “Terms and Conditions”. The
Natural signing Certificate is for use in electronic signatures with non-
repudiation within E-Cheque platform,

e Provide accurate and up-to-date information upon Certificate request and at
all times,

e Meet customer registration requirements at customer Bank with the
Registration Authority to verify their ID information,

e Protect the Private Key by taking all reasonable measures to assure control of,
keep confidential, and properly protect at all times the Private Key that
corresponds to the Public Key included in the issued Certificate,

e Securely manage the secrets and elements which are created at the end of
certificate generating procedures, in particular the Subscriber shall keep its
activation code (PIN) under its sole control,

e Acceptance of Certificate by reviewing and verifying the Certificate contents for
accuracy

e Accept terms and conditions of usage of the key and corresponding certificate,

e Inform the BENEFIT Company of any changes concerning the information

contained in their Certificate,
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e Submit, without delay, certificate revocation request BENEFIT CA support call
center or contact Subscriber Bank in the event of loss, or suspected
compromise or misuse of their private key (or activation data), or if any
information in the Certificate is or becomes incorrect or inaccurate, and

e Terminate the use of Certificate Private Key corresponding to the Public Key
included in the Certificate upon revocation of that Certificate.

7. Certificate Status Checking Obligations of Relying Parties

Relying Party Applications withing BENEFIT E-Cheque platform when using the
certificates shall:

o Verify that the key usage for which the Certificate was issued is appropriate for
its certificate usage,.

e Verify the applicable limitations on the usage of Certificates and agrees to
BENEFIT limitations on liability related to the use of Certificates,

e Read, understand, and agree to the CP/CPS of BENEFIT CA,

e Not use BENEFIT CA Certificates if the Certificate has expired or been revoked,

e Verify that the used Certificate has been issued by “BENEFIT CA”,

e Verify the download access to the list of revoked certificates (CRL) of “BENEFIT
CA” or ability to access Online Certificate Status Protocol, and

o Verify the Certificate signature, and the Certification chain, up to the "ALMERYS
ROOT CA" Certificate and check the validity of each certificate with respect to
the CRL or OCSP (if possible) of each involved CA.

e The relying parties can validate the E-cheque by:

o The customer Certificate signature is added to the PDF. The PDF of the E-
cheque has the authorized signatories embedded as part of the
signature dictionary. Such enables the PDF reader to validate the
signatures and the authenticity of the E-cheque without the need to
verify with BECS.
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o When sharing a PDF E-cheque, the relying party if registered in BECS will
be able to verify the signature of the E-cheque using BenefitPay, BENEFIT
E-cheque application, E-cheque Portal, or the Participating Bank’'s E-
banking channels. If the customer was able to successfully upload the
PDF, then the signature is valid. For non-registered relying parties their
bank branches can verify the same by verifying the QR code.

The CA certificate of “BENEFIT CA” is available at the following address :

https://pki.almerys.com/befinitca.cer

8. Limited Warranty and Disclaimer/Limitation of Liability

Subject to the provisions of applicable law and Regulations, “BENEFIT CA” is not
responsible for any unauthorized use of certificate or misusage of Certificates. This
limit of responsibility is also applicable for the activation data, CRL and any
software or hardware provided by the CA.

“BENEFIT CA” is, particularly, not responsible for any damage resulting of:

e The use of a key pair for another usage than the one agreed;

e The use of expired certificates;

e «Force majeure » as defined in the local Laws of Kingdom of Bahrain.
e Use of the certificate outside E-Cheque platform

“BENEFIT CA” is also not responsible for any damage resulting from errors or
inaccuracies in the information contained in Certificates, where these errors or
inaccuracies result directly from the erroneous nature of the information provided.

9. Applicable Agreements, CPS, CP
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The BENEFIT CA CP/CPS, the Subscriber Agreement “Terms and Conditions” can be
found on:

e CP/CPS

https:/ /www.benefit.oh/MediaHandler/GenericHandler/documents/CertificationAuthorityfor

DigitalCertificates/CertificatePracticeStatement.pdf

e Subscriber Agreement (Terms & Conditions)

https://www.benefit.oh/MediaHandler/GenericHandler/documents/CertificationAuthorityfor
DigitalCertificates/SubscriberAgreement.pdf

e PKI Disclosure Statement

https://www.benefit.oh/MediaHandler/GenericHandler/documents/CertificationAuthorityfor

DigitalCertificates/PolicyDisclosureStatement.pdf

10. Privacy Policy

Any collection and processing of personal data relating to the Subscriber is carried
out in strict compliance with the applicable laws and regulations in the Kingdom
of Bahrain.

11. Refund Policy

No refund will be made.

12. Applicable Law, Complaints, and Dispute Resolution
These Terms & Conditions are governed by Kingdom of Bahrain laws.

The parties shall endeavor to amicably settle any dispute concerning the
interpretation or execution of the contract as soon as possible. In the absence of
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conciliation, any dispute concerning the validity, interpretation or execution of the
present Terms & Conditions will be submitted to the qualified courts of “MANAMA
city”.

The digital signature service of BENEFIT CA is in adherence to Decree 54 of 2018
regarding Electronic Financial Transactions and Communication law and
Resolution no 4 of 2021 of TRA regarding Regulation on the Requirements and
Standards for the Accreditation of Trust Services.

13. TSP and Repository Licenses, Trust Marks, and Audit

About the provision of Advanced Signature Certificate, “The BENEFIT Company” is
acting as TSP through its CA, operates:

e Following the terms of the Local Regulation,

e According to the ETSI EN 319 411-1, under Extended Normalized Certificate Policy
(NCP+)

e According to its Certificate cy/Certificate Practice Statement identified by the
OID “1.3.6.1.4.1.56818.1.1.1.1"

A conformity assessment “BENEFIT CA” to the applicable CP and CPS may be
carried out at the request of “The BENEFIT Company” PKI Governance Authority (GA).

The GA ensures that such conformity assessment is performed at least once a
Year. On the other hand, from the date of certification, as part of the ETSI EN 319 401
and ETSI 319 411-1 certification, an assurance and compliance audit will be carried
out annually by an accredited conformity assessment body.
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